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Social and Economic 

Advancements

Ethical and Legal Concerns

New Capability, Efficiency, Convenience, …

Issues of Privacy, Fairness, Safety, … 
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Why Ethically Aligned AI?



20 Years Ago…

• Four Modalities of Regulation in Real Space & Cyberspace  [Lessig’99]

• Behavior is regulated by four kinds of constraints

• “Code is Law”
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Now: The Fast Development of Cyberspace

The fast development of cyberspace:
Integrating internet, mobile networks, IoT, 
block chains, big data, AI, …

The digitalization of 
social economy, 
people's behavior 
and everything

The increasing popularity 
of artificial intelligence 
algorithms

The integration of 
cyberspace and 
real space



The Integration of Cyberspace and Real Space

Face-
Recognition Gate

Autonomous 
Vehicles

IT System Controlling Real 
Physical Devices

ID

Digital Twins

Correspondence between IDs in 
Cyberspace and individuals in 
Real space

Certification

Algorithm 
identification

Algorithm is playing an 
important role in the 
operation of our 
society



Questions

• What is the value we are pursuing 

in the digitalized society?

• Ethics  reflections on the preferred 

social order and human relations in 

the age of AI 

• What is the value embed in these 

regulations now?

• What are the optimal/proper mix of 

regulations? 
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Typical Issues and Risks of AI

AI Issues

Personal data protection

Data and competition

Data and national security

……

Data

System safety and robustness

Interpretability

Discrimination

Black box

Algorithm abuse and misuse

Competition

…….

Algorithm
Youth's education

Unemployment problem

Inclusive development and 

shared benefits

Algorithm power / data power

Indirect and long-term impact



Concerns about AI

Elon Musk
Tesla chief executive Steve Wozniak

Apple co-founder 
“I don’t understand why 
some people are not 
concerned”

“ … full artificial 
intelligence could spell 
the end of the human 
race” Stephen Hawking

British theoretical physicist

AI is a “demon” that is 
“potentially more dangerous 
than nuclear weapons” 

“The future is scary and 
very bad for people.” 

Bill Gates, Microsoft co-founder



Proposals and Studies from Governments and 
Organizations

• Development Plan for the New Generation of AI

• State Council of China, 2017

• …Carry out further research on AI-related legal, ethical and social issues, and establish 

laws and regulations and ethical framework that can ensure the healthy development of AI

• To formulate relevant safety management regulations so as to lay the legal foundation for the rapid 

application of new technologies; 

• To determine civil and criminal liabilities

• To establish the traceability and accountability system

• To strengthen the assessment of potential hazards and benefits of AI 

• …



Lots of Other Examples All Over the World

• China’s 2018 White Paper on Artificial Intelligence Standardization, Chinese 

Electronics Standards Institute

• "Safety, Ethics and Privacy of AI“ Section

• Ethical Guidelines for AI Design, IEEE

• Statement on Algorithmic Transparency and Accountability, American Society 

for Public Policy Committee of ACM

• The Malicious Use of Artificial Intelligence: Forecasting, Prevention, and 

Mitigation, based on a workshop held in Oxford, UK

• …



Two General Approaches of Regulating AI and 
Two Basic Ethical Principles

Principle of Human 
Wellbeing

Efficiency Safety and 
Robustness

Privacy 
Protection Fairness Co-

existance

Principle of 
Responsibility

Standards Usage Guides and Competence 
Requirements Accountability Transparency / 

Interpretability
Tracable / 

Evidence Storage

Cooperation 

Protection of 
Human Rights and 
Interests 

Responsible 
Innovation 



Problems: e.g. on Algorithm Transparency and 
Interpretability 

• Conflicts with trade secret

• Gaming problems and system security issues

• Lack of interpretable algorithms

• Big data analysis and re-modelling of a given AI system

• Counter-factual explanation

• Rules based explanation combined with machine-learning based explanations

• …

• Cost, barrier to market and competition issues

• The innovation investment in IT industry in safety, interpretability and ethically aligned design 

is far from sufficient



Case Study

• Federated Learning

• Google

• a machine learning technique that trains an algorithm across multiple decentralized edge 

devices or servers holding local data samples, without exchanging their data samples
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Patent Applications in China

“Building better products with on-
device data and privacy by default.”



Typical ways of promoting innovation

• Research Interest

• Government Awards

• Market

• Expected final benefit = Benefit * Probability of success  - Cost  [Merges’92]

• Probability of success is low and Cost is high

• Time to market is so important

• Patent

• Patent system can function to encourage innovation and the investment to innovation, with conditions, 

such as market needs

• Standards and proper levels of evaluation for ethically aligned design are necessary

• Evolving standards for technologically fast-evolving industry

• In order to not impede innovation

[Marges’92] Robert P. Merges, “Uncertainty and the Standard of Patentability”, 7 High Tech. L.J. 1 (1992)
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Case Study

People’s Daily: News should not 
be “kidnapped” by algorithms

Make the Algorithm Transparent: 
ByteDance Disclosed the Logic of 
its Algorithms 

News/Journalism has important public value. Study the 
negative effects of accurate recommendation; avoid 
“echo chambers” or “information cocoons” effect; 
avoid being manipulated



• Establish the Technical Strategy Committee, 2017.12.1

• AI:  Market, Technology, Ethics and Law

• Adjustment of the Recommendation Algorithm

• Put 3 Important News on Top

• Search and Recommendation Based on More Dimensions

• User’s interest; Environment; Hot News; 

• More Machine-Human Interactions
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Case Study 

• Online Copyright Infringement Detection Algorithm

https://www.youtube.com/t/contentid
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• Block,       license and share the advertising revenues,    trace the statistics,    …

https://www.youtube.com/t/contentid

• Problems of Content ID  -- lack of efficient mechanisms for users to claim “fair use”

• EU C-DSM;           crowd- sourcing



Summary

Regulation

Norms

Market

Law

……

Tech

Policy

 Reduce Risks 
Through Improving 
Technology
 Safety
 Interpretability
 Privacy 

Protection

 Monitor and 
Resposibility

 Patent
 Principle of 

Propontionality

 Education
 Recognition of Ethical Risks

 Committee on AI Ethics in 
both national level and 
inside companies

 Promoting Standards

 Respect Market Functions
 Promoting the disclosure of 

necessary information
 Cooperating with law to 

encourage the markets to 
increase the investment to 
the innovation of 
technologies  promoting 
safety, interpretability, 
privacy protection and so 
on



No accumulation of steps, can't lead to thousand miles.

No integration of streams, can't result in seas and oceans.

-- Lao Tzu, Tao Te Ching, 6th-century BC

It will be uneasy or even impossible to find a one-stop solution for AI regulation.
However, it is an important issue of our time that we should take the responsibility.
We should study the ethics issues in the age of AI, and find the optimal mix of 
regulations. 



Thank you very much!

Jiyu ZHANG

zjy@ruc.edu.cn


